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Spin stabilization. If an ad-
versary can reduce a warhead’s 
radar cross section, the radar’s 
detection range will also be re-
duced, possibly to the point 
where the warhead is undetect-
able. Atmospheric reentry con-
siderations dictate that war-
heads will have a conical shape, 
and conically shaped objects 
naturally tend to have low radar 
cross sections. An attacker 
could further reduce the detect-
ability of a warhead by spinning 
the warhead to stabilize it in an 
orientation for which its radar 
cross section will be particular-
ly low. A typical warhead with 
a radar cross section of about 
one one-hundredth of a square 
meter could easily have a radar 
cross section at least 10 times 
smaller if it is oriented to mini-
mize the radio reflections back 
to the radar. Yet another tech-
nique to reduce the radar cross 
section of a warhead would be 
to cover all or part of the war-
head with commercially avail-
able radar-absorbing materials.

Chaff. Once the warhead has 
been oriented or modified to 
make its radar cross section 
small, wires less than 2 centi-
meters long can each reflect as 
much X-band radar energy as 
the warhead itself. Such wires, 
known as chaff, can be used 
to create a cloud of targets so 
dense that it’s impossible for a radar to deter-
mine which reflection comes from a warhead 
and which reflection comes from a piece of 
wire. One pound of chaff can create millions 
of separate false targets, and numerous chaff 
dispensers could be deployed on slightly dif-
ferent trajectories to create clouds of wire 
similar to the cloud surrounding the warhead. 

Low-power jammers. These jammers 
produce an interfering noise signal rough-
ly equal to the reflected signals from a 
warhead, making it impossible for a radar 
to determine whether or not a warhead is 

present. The amount of power needed to 
achieve this objective is surprisingly small. 
For example, if the proposed EMR is used to 
detect the presence of a one one-hundredth 
of a square meter warhead target accompa-
nied by a 1-watt replica jammer at a range 
500 kilometers (311 miles), the jammer 
could easily generate tens of thousands of 
false targets to mask the presence or loca-
tion of the warhead. If the warhead is ori-
ented or covered with radar-absorbing ma-
terials to reflect 10 times less energy, the 
same jammer could generate hundreds of 
thousands of false targets. Each jammer 

could be inches on a side, weigh 
fractions of a pound, and consist 
of commercially available circuitry 
and power supplies.

Other countermeasures can also 
prevent an interceptor’s kill vehi-
cle from performing discrimina-
tion functions. When the kill vehi-
cle tries to identify and home in on 
the complex of warheads, decoys, 
and other objects, each are ob-
served as points of light against the 
dark infrared background of space. 
Even in the unlikely case where the 
X-band radars have somehow dis-
criminated between the warheads, 
decoys, and other objects, the radar 
will often not be able to provide the 
kill vehicle with sufficiently precise 
location information for it to identi-
fy the warhead. Because of this “as-
sociation” problem, the interceptor 
must be able to select the right tar-
get by conducting its own discrim-
ination. The kill vehicle attempts 
to do this by examining the bright-
ness and fluctuating brightness of 
the many points of light in front of 
it. However, even a minimally capa-
ble adversary could easily manipu-
late the brightness and brightness 
fluctuations of simple objects. For 
example, the temperature of dif-
ferent sections of a sunlit spherical 
balloon in space can be drastically 
altered by painting it with stripes of 
different colors. By using different 
patterns of paint colors, the infrared 
brightness and fluctuation in bright-
ness of any balloon could be easily 

altered to make it look more like, or less like, 
a distant warhead. Warheads could also be 
placed in balloons that do, or do not, look like 
warheads, and balloons that each have their 
own infrared signals could be deployed along 
with balloon-shrouded warheads.

In these circumstances, each object would 
look different from all other objects, and it 
would be fundamentally impossible for the 
kill vehicle to identify balloons containing 
warheads from those that are empty.

GEORGE N. LEWIS &  
THEODORE A. POSTOL

To both national and European missile defense systems, countermeasures 

such as large balloons with reflective coating (bottom left) and light, rigid 

replica decoys (middle) can appear similar to nuclear warheads. Likewise, 

missile attackers can employ low-power jammers (right), pieces of hard-

ware not much larger than a dime, to generate tens of thousands of false 

targets to mask a warhead’s presence or location. The infrared view from 

an interceptor kill vehicle (top) shows how warheads and decoys can 

appear similar when inspected from a 200-kilometer (124-mile) distance.   
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